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1. Introduction and Overview

1.1 Open File Support in BackupAssist

In order to maintain a reliable and recoverable backup strategy it is essential that your backup solution provides
support for backing up open files. Without having open file protection mission critical data files may not be backed
up. Consequently, your backup sets will be incomplete and unreliable, simply because certain application files
were in use during the backup process.

BackupAssist provides two different technologies for backing up open files in Windows environments:

e Snapshot Technology - using the Microsoft® Volume Shadow Copy Service in Windows XP and 2003,
BackupAssist is able to perform a backup of all open files by taking a live snapshot of your data before it is
backed up. The Microsoft® VSS snapshot will only work, however, if the application data being backed up is
compliant with the Microsoft® Shadow Copy Service framework. As an alternative, BackupAssist offers an
optional add-on to BackupAssist, the Advanced Open Files Add-on. This Add-on provides complete open
file support for Windows NT, 2000, XP, 2003 and SBS and performs point-in-time snapshots of open file
data and includes the added advantage of being able to backup open files for applications that are non-VSS
compliant.

e Conventional File Copy - by enhancing the functionality of NTBackup, the standard license of
BackupAssist can backup all open files that are not exclusively locked on Windows NT, 2000, XP, 2003 and
SBS. This method can also be used to backup open files on network shares, where snapshot technology
cannot be applied.

Both Snapshot technology and Conventional File Copy can be used together with BackupAssist to ensure
complete open file data protection. The two technologies act to cover the range of open file backup requirements.
BackupAssist's dual technologies for handling open file backups help businesses choose a cost-effective solution
tailored to their backup requirements and budgets. The following chapters explain how each technology works,
where they apply, and the advantages and disadvantages of each method.

2. Snapshot Technology

2.1 Introduction to Snapshot technology

2.1.1 Issues with applications and open files

Active applications will often keep their files continuously open. This can present a real problem for backup
applications as it prevents them from accessing and copying these files to the designated backup media (tape,
hard-disk, DVD/CD, etc). While the Conventional File Copy method (see section 3) can work for some open files,
it cannot, however, be used to backup exclusively locked files.

Additionally, even when applications do not have open files, the data backed up from these applications may not
be consistent with state of the original data at point in time of the backup; this is due to the time needed to open,
backup and close a file.

Even more important, some servers run critical applications such as databases, which often process and record
massive flows of transactions and data messages, swapping this data constantly between memory and disk. This
makes it very difficult to distinguish which data needs to be backed to maintain consistency and reliability.

While it is possible to simply disable these applications during the backup process to ensure that the data is in a
stable state, this results in unacceptable amounts of downtime, particularly for applications that need to be
running 24 hours a day. Additionally, if you are continuously starting and stopping applications, you run the risk of
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the application not re-starting on request every time, and this will greatly hinder the productivity of your business
operations.

For these open file problems, Snapshot technology can be used to take a snapshot or 'picture’ of the data at a
particular instant in time. A backup application can then backup from this snapshot or point-in-time copy, rather
than the original data files that may be open and inaccessible to backup requests.

2.1.2 The BackupAssist Snapshot Options

BackupAssist currently gives you the ability to use either Microsoft® VSS (Windows XP / 2003 only) or its own
Advanced Open Files Add-on to perform point-in-time snapshots.

You can choose your preferred Snapshot Manager within the 6 Op e n tab iofladackupAssist job, as shown
below:

@ BackupAssist v4 g@

File  Edit  Wiew  Settings  Jobsetkings  Quick actions  Help

‘E Monitor . Reports t Events K@ Restore ﬁt Settings £ Backy

& W External HDD Backup ™ FTP Backup : uikStor Backup © REY Backup ystem Backup | = T &

Job settings System Backup - Dpen file options

A Overview % Snapshot manager selection 9

<3 Destination ]
Select an open file snapshot manager:

% Scheduling Using an open file snapshot manager alloves wou to backup any files that are in-use or open during the
backup process, Open file snapshot managers ensure that you have a camplete backup of all data and
E?] Calendar that no critical files are skipped.

I J Files and Falders () Backupassist Advanced Open Files Add-on

(&) Microsoft Yolume Shadow Copy Service
™ Exchange Servers

(") Mo open file snapshot manager
J 50L Servers
& Notifications ¥ Conventional file copy @

A SCripks

| |1 Open files

4 NTBackup options

Quick actions | 3
L0 tact support!

2.2 Using Microsoft® VSS with BackupAssist

On Windows XP and 2003, files on a local drive that are currently in use can be backed up completely as if a
snapshot image was taken at the time of the backup. This is done through a feature known as Volume Shadow
Copy or VSS which ensures data integrity and reliable backup sets.

VSS is a storage management framework specifically designed for Windows to create point-in-time copies or
snapshots of a hard disk volume. VSS uses a combination of requestors (backup applications), writers
(business applications) and providers (snapshot technology) to perform the snap-shotting process, and works as
follows

1. The backup application or requestor (NTBackup) launches to perform a backup and sends a request to
VSS to perform the snapshot.
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2. VSS communicates with running applications or writers to complete existing transactions and halt new
ones.

3. VSS then takes the snapshot using the snapshot technology or provider.

4. Once the snapshot is complete, VSS communicates with the running applications so they can resume
normal operations.

5.  The backup application then performs a backup of the snapshot created, where no open files are present,
which means that no files are skipped.

6.  Once the backup operation on the snapshot completes, VSS removes the snapshot from the system.

To enable VSS within BackupAssist, simply choose Microsoft® Volume Shadow Copy Service as your open file

snapshotmanageri n t he 6Open filesdéd tab of the job settings sectio
Job settings System Backup - Open file options
' Overview % Snapshot manager selection a@

<) Destination ]
Select an open file snapshot manager:

@ Scheduling Using an open file snapshiot manager allows vou ko backup any Files that are in-use or open during the
backup process, Open file snapshot managers ensure that you have a complete backup of all data and
ﬁ'?i Calendar that no critical files are skipped.

i J Files and folders (") Backupassist Advanced Open Files Add-on

(&) Microsaft Yolume Shadow Copy Service
™ Exrhange Servers

(") Mo open file snapshot manager
J 30L Servers

ii-’ Motifications ¥ Conventional file copy a@
4 SCripts

| |4 Open files |

If you are not using Windows XP, 2003 or SBS 2003, then the option for Microsoft Shadow Copy will be grayed
out and not available:

o Overview # | snapshot manager selection @

< Destination ]
Select an open file snapshot manager:

% Scheduling Using an open file snapshot manager allows wou to backup any files that are in-use or open during the
backup process, Open file snapshot managers ensure that wou have a complete backup of all data and
("9 Calendar thak no critical files are skipped.

i J Files and Falders ™ Backupassist Advanced Open Files Add-on

- & Microsoft Wolume Shadow Copy Service
* Exchange Servers

' Mo open file snapshot manager

d =l Seruar

2.3 The Advanced Open Files Add-on - advantages over VSS and its usage

2.3.1 VSS Limitations

While the Microsoft® VSS framework does provide an excellent solution for storage management and point-in-
time snapshots to cater for backing up applications with open files, it does have certain limitations:

e VSSis currently only available through Windows XP and Windows 2003

This means that businesses running Windows 2000 or later servers cannot use VSS to backup their open
files.
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e VSSis aframework that only supports VSS compliant applications
Applications must be VSS compliant in order to interface with the VSS framework. Currently, many business
applications are not VSS compliant, which includes a large number of legacy applications. This means that
a large number of applications will not be protected by VSS.

2.3.2 When applications are not VSS compliant

For applications that are not VSS compliant, the VSS framework only provides crash consistency on files that
are open or in use during the backup procedure. Crash consistency only guarantees file system integrity; it does
not guarantee transaction integrity.

This means that if an application transaction is in progress at the time of a snapshot, the actual snapshot may
only contain a partial record of that transaction; consequently the data backed up is incomplete.

For an example of this inconsistency we can relate to a typical banking transaction, involving the following two
actions:

1. Withdraw $1000.00 from Account A

l

2. Deposit $1000.00 to Account B

The transaction above involves two simple actions: a withdrawal of a sum of money from one bank account and a
deposit of the same amount into another account. These two actions must be recorded within the one transaction
or the accounts will be out of balance.

Now, we can take a look at a scenario using a VSS snapshot to backup a non-VSS compliant application
performing this operation:

1. Withdraw $1000.00 from Account A

l =
Snapshot Taken ——» ’ _)

Snapshot stored on
backup device

2. Deposit $1000.00 to Account B

In this scenario, because the application being backed up by VSS is not VSS compliant, the VSS framework has
no indication of any transactions in progress. In this particular case the snapshot has been taken in the middle of
a transaction and as a consequence the backup of this snapshot will only be of the withdraw action and not the
deposit; the accounts will be out of balance.

This can obviously cause major issues when it comes time to perform a restoration because your backup may be
missing vital actions within various transactions.
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2.3.3 The Advanced Open Files Add-on advantage
To overcome these limitations, users of BackupAssist can opt for the Advanced Open Files Add-on.

The add-on is an advanced open file management solution which ensures that you have complete protection for
all your mission critical data and actually supports legacy and other custom applications that are not compliant
with the VSS framework.

To overcome the VSS issue of performing a snapshot during an open or unfinished transaction, the add-on will
monitor write operations occurring across all of your active applications. Once BackupAssist has determined a
point in time where significant time has elapsed since the last write operation, it will perform the snapshot. The
time that BackupAssist waits until performing the snapshot is known as the Write Inactivity Period or WIP; for
mass storage systems a safe WIP is usually from 2 to 5 seconds. Basically when the WIP elapses, it is assumed
that the application data is consistent (no write operations) and that it is safe to perform the snapshot.

2.3.4 When to use the Open Files Add-on

You should use the Open Files Add-on if you are:

¢ Running Windows 2000 Server or earlier where Microsoft® VSS is not available

e Running any applications that are not compliant with the VSS framework

2.3.5 How to install the Advanced Open Files Add-on

To install the add-on ensure that you select the Open Files Add-on when installing BackupAssist:

15/ BackupAssist v4 - InstallShield Wizard

Custom Setup ‘. &

Select the program Features you want installed, -

Click on an icon in the lisk below to change how a Feature is installed,

Feature Descripkion
= ~ | BackupAssist - Base Installation ) 2
The Open Files Add-on, Mote

:x ~ | ©pen Files Add-on {requires reboot) thak a rehonk will ke peauired
=3 This Feature will be installed on local hard drive, Lre,

=38 This feature, and all subfeatures, will be installed on local hard drive.

¥ This feature will not be available.

[ < Back ” Mext = ] [ Cancel ]

If you did not initially install the Open Files Add-on you can re-run the installer, which can be downloaded from
the BackupAssist website,andc h o o s e doNhstdlit:f y 6
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15/ BackupAssist v4 - InstallShield Wizard
i
Program Maintenance ‘
rodify, repair, ar remove the program, I'-c '.
Change which program Features are installed. This option displays the
Custon Selection dialog in which you can change the way features are
installed,
ORegair
Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entriss,
Dgemcwe
@ Remaove Backupssist w4 From wour computer,
% |
[ < Back ” Mext = ] [ Cancel ]
Once installed, access the 6 Op e n tdbiwithensth® job settings window (see section 2.1.2) to enable the
Advanced Open Files Add-on. Once a backup runs and completes, the backup report will indicate the success of
the Open File Snapshot that was taken before the backup commenced.
The following screenshot shows the monitor screen in BackupAssist while a job is running. You will now notice an
extra step in the backup process, 6 Act i Vietseapslwopd localf i | e

drives that you are backing up data from using the add-on.
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