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1. Requirements

1. BackupAssist v6
Windows 2000, XP, 2003, Vista, 7, or 2008/ R2

2.
Microsoft SQL Server 2000, 2005, 2005, or 2008/R2 (including all variants: SQL Express, MSDE, etc)

3.
1 Note: to backup MSDE databases, BackupAssist should be installed on the actual machine

running MSDE.

1.1 Remote SQL backup requirements:
To back up a remote SQL database you need to make sure that the SQL server accepts remote TCP/IP

connections. To do this:
Go to Start > All Programs > SQL Server > SQL Server Configuration Manager.

1.
2. Enable TPC/IP and Named Pipes for both Client protocols and Protocols for MSSQLSERVER:
v SQL Server Configuration Manager
File Action View Help
« s BEFRE @
A SQL Server Configuration Manager (Local) Narne | order
&) SQL Server 2005 Services = shared Memary 1
= 4 SQL Server 2005 Network Configuration “TCP, ’]P S 2
_' = Protocols for MSSQLSERVER ;wm 3
Protocols for MYSECONDINSTANCE TVIA ———— "
= 5 SQL Native Client Configuration
Cliert Protocols
Aliases
T sqQL Server Configuration Manager
File Action View Help
= /B B @
M3 SQL Server Canflguration Manager (Local) Protocol Name | Status
SQL Server 2005 Services 3 Shared Memary Enabled
[= & SQL Server 2005 Network Configuration opm 5 i 5
[ESProtocols for MSSQLSERVER " i
X Protocols for MYSECONDINSTANCE D|sable dl
[= g SQL Native Client Configuration
- Client Protocols
Aliases
3. You will then need to enable remote connections on your SQL Server. This setting can be found in your
the properties of the

SQL Server O0ManBgetr er pmide e
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found

E Server Pro perties

27 General
1A Memory
# Processors
e
A

i< Connections

A Database Settings
A pdvanced

2 Pemissions

Server
laptop

Connection:
23

2 View connection properties

5 seript = I3 Help

> {[i=]Ed

Connections

I aximurn number of concurent connections [0 = unlimited):

[[] Use query govemar to prevent longrunning queries

I

Default connection options:

implicit ranzactions
cursor close on commit
ahsl wamnings

ansi padding
ANSINULLS

arithmetic abort

Remote server connections

Allow remote connechons to this server

Fiemate query timeout [in seconds, 0 = no timeout]:
GO0 a

[] Require distributed transactions for server-to-server communication

under

After completing these steps your SQL Server is ready to receive remote connections from BackupAssist.

2. Introduction

BackupAssist includes a specific backup engine that is specifically designed to allow users to backup / restore
their SQL databases. Using the SQL engine, BackupAssist can perform live, online backups of your SQL Server
databases and include these backups in your overall backup job (together with your files, system state, etc).

SQL Server backups are stored in the standard SQL Server Backup Format (.bak file format) , which allows you
to perform a restoration of your entire SQL Server on any machine, without needing any additional software.

The SQL engine also allows users to restore their databases to a different SQL server.

Key features of the BackupAssist SQL Server Add-on:

9 Backup both local and remote SQL Server databases

il

"Live snapshot" of your databases, which means the SQL Server does not need to be taken offline

during the back up.

Easily schedule Transaction-log backups of SQL databases for near-continuous data protection and

point-in-time restore.

Restore an entire SQL server or individual databases using the built-in SQL Restore utility.
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3. How the SQL Add-on works

BackupAssist will login to your SQL server and perform a backup of the databases in .bak file format. These SQL
backup files are then transferred to your backup device (tape, hard drive, network server, etc).

SQL Server Database
(Mlay be runing on your backup computer or
aremote computer).

SQL Datahase Backup File

Atatdard Microsoft 3QOL backop format,

I May be testored locally or temotely.
Atored in the S0L Backuy Direcfory

Q

Backup Device
=~ ey Backup your data totape, hard
W dtive, network drives, eto.

3.1 Backing up system databases

SQL system databases need to be backed up in addition to custom user databases, for you to be able to rebuild
the entire SQL Server in the event of system or database failure.

The system databases vary depending on the version of SQL you are running, but generally include the
following:

Master Records all the system-level information for an SQL Server instance.

The master database is composed of important system tables and catalogs and is critical to your
SQL server. If you are restoring your SQL server after a disaster or new installation, it is advised
that you restore the master database before restoring any other database.

The BackupAssist SQL Restore utility can be used to restore all other databases remotely but not
the master database. If you need to restore the master database to a remote SQL server you
should install BackupAssist on the server running SQL.

1 Note: you can only perform full backups of the master database. Transactional log,
differential or filegroup backups of the master database are not allowed.

Msdb Used by the SQL server agent for scheduling alerts and jobs.

The msdb database is used to store data, including scheduled job information, backup and restore
history information and DTS packages (data transmission services).

Usually the msdb database is rather small, and therefore full database backups provide a fast

alternative to transaction log backups for this database.

Model The model database is a template, used by Microsoft SQL Server when creating other databases,
such as tempdb or user databases. When a new database is created, the entire contents of the
model database is copied to the new database. If the master or msdb databases are rebuilt, the
model database is also rebuilt and therefore changes are lost.

Resource Is a read-only database that contains system objects included with SQL server 2005.

The Resource database makes upgrading to a new version of SQL Server an easier and faster
procedure. In earlier versions of SQL Server, upgrading required dropping and creating system
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objects. Because the Resource database file contains all system objects, an upgrade is now
accomplished by copying the single Resource database file to the local server. Similarly, rolling
back system object changes in a service pack only requires overwriting the current version of the
Resource database with the older version.

Tempdb Is a workspace for holding temporary objects or intermediate results sets.

It is important to have regular backups of these system databases, however, it is not necessary
to back up the tempdb system database because it is rebuilt each time SQL Server is started.
When SQL Server is shut down, any data in tempdb is deleted permanently. For this reason, do
not store any application specific data in the tempdb database. Leave it exclusively for use by SQL
Server.

3.2 Backing up user databases

User databases should be backed up on a regular basis.

.;,: Microsoft SQL Server Management Studio

File Edit Wiew Tools Window Community  Help

Slbewquery | [y | B 0 B |0y |5 W & | B ) B8 B8 O o
B |

Summary
& 3 2
[ [ Databases

E‘_.systemmabases R || testr2x64 (SQL Server

Object Explorer

=

Conneck T

sk |- Repgrt -

[ master TESTRZR64
| | model
| ] msdb
| ] tempdb MName
[ Database Snapshots CADatabases
| Accounts £ Security
l-J BackupAssist | Server Objects
LS—-I Pg{chasing [ Replication
e
j S:::;Irgbjects dManagement
[ Motification Services

1 Replication
1 Managemeant
[ Motification Services

I_%SQL Server Agent (Agent ¥XPs disabled)

From the above example, you can see user databases like Accounts, BackupAssist, Purchasing, and so on.

4. Transaction Log backups

Transaction-log Backups of SQL server databases are only possible if the databases are configured using the
Full or Bulk Logged recovery models option. For additional in-depth information on SQL database recovery
models, please refer to http://msdn.microsoft.com/en-us/library/ms175477.aspx .

SQL server utilizes a transaction log to track all of the modifications performed within a database. This log
ensures both that the database is able to recover when abruptly interrupted (such as a loss of power) and that
users are able to undo (or 'rollback’) the results of a database transaction if required.

Each time the transaction log is backed up, SQL Server removes all of the committed transactions in the log and
writes them to the backup media. Due to this incremental process, transaction logs are not cumulative and you
must maintain a complete set of transaction logs reaching back to the most recent full or differential backup.
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Every SQL Server database has a transaction log that records all transactions and the database modifications
made by each transaction. The transaction log is a critical component of the database and, if there is a system
failure, the transaction log might be required to restore your databases to a consistent state.

4.1 Restore operations supported by the Transaction Log

The transaction log supports the following operations:
9 Recovery of individual transactions.
T Recovery of all incomplete transactions when SQL Server is started.

T Rolling a restored database, file, file group, or page forward to the point of failure.

For more information please refer to http://msdn.microsoft.com/en-us/library/ms190925.aspx

5. Configuring SQL database backups in BackupAssist

The BackupAssist SQL Add-on is required to perform backups of SQL databases. With the add-on you can
perform FULL backups or Transactional backups of your SQL databases. SQL backups configured within an
NTBackup Method job will only be full backups. To perform transaction log backups of your SQL databases, you
need to create an SQL Method backup job, described as follows:

1. Goto File > Create new backup job in BackupAssist.
2. Select SQL as your backup method.

3. During the scheduling step you can choose either Basic (for full backups only) or Transactional for Full
and Transaction Log backups.

4. During the destination step you can specify the directory where you want to store your SQL backup files.
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